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Aug 13, 2003



Aug 14,2003



... because of a computer software bug in General Electric Energy's
Unix-based XA/21 energy management system that prevented
alarms from showing on their control system. This alarm system

stalled because of a race condition bug. ; Ontario
Aug 14, 2003







e STOP. 8xH88888019 (8xH80888888,8xCH8ESFF8 , 8xFFFFEFD4, 8:xCO888888 )

BAaDl_POOL_HEADER

CPUID: Genuine Intel 53.2.c irgl:iif SYSUER B8xfed8Basa6s

I*ll Base DateStnmnpep — Hame 1l Base DateiStmpep — Hame

F8ilB8aBae IZ282cB7e — ntoskenl .exe Baalaead Fleeccaz — hal .dll

Fe881888 IledBsbd — atapi.sys BagBsaBAl Flecec?d — SCRIPORT .SYS
BHZc6BBdl FledB6bf — aic?Bxx.sSus BAZcdBBald F1ledz23I?c — Disk.syus

S82d1888 IFlecEc?7a — CLASS2 .5YS BA3I7cHBAl FleedBa? — Htf=s.sys

fce98888 FlecEcy?d — Floppy .5Y5S fceaBBBAl Flectcal — Cdron.3YS

fco928afdd FIlecedf? — Fs_Rec .5Y5 fococ98Al Flecec99 — Hull .5¥5

fcEed888 Iled8B68b — KS5ecDD.SYS fcO9cadBld Flece6c?8 — Beep.3Y¥5

fcedEAA FlecEc98 — iBB8dZ2Zprt .Ssys fcB6cBAl FlecEc9? — mouclass .syus
o748 FIlec6c9d4 — kbdclass .sys focef@BAl 3I1f58722 — UIDEOPORT .S5YS
feffaBBBl JFlececHEZEZ — mga_mil .sy=s fc8988A8 JFlectced — wvga.sys

fc788888 Flececch — Msfs= . .35Y5 fcdbAdBBAl Flececc? — Hpfs.35Y5

fefbcBdd FleedZ6Z2 — HDIS .S5YS afd@B@aae I1f954f7 — winIz2k.syus
fefadfdd FI1f91a51 — mga.dll fec3iiedd IFleeddB? — Fastfat .3Y5
febBcBdl Flectetoc — TDI.SYS feafdddd 3I1edd?54 — nbf .sys

feacf888 3I1f138a? — tocpip.sus feab3BBld 3FI1f538a6a — netbht .sys

fcoaAfaAd FI1681add — ela9x.Sys fcoOeABAd I1fEfB6d — afd.scys

fc718888 Fleceea — netbios .cys fcB58888 Flecec9b — Parport .cys
fcE78088 FIlecéc9b — Parallel .5YS fc954888 Flectc9d — ParlUdm.5Y¥5
fcobABdd IlecEéachl — Serial .5YS feadcBdd 3I1f58830b — »dr .sys

feaibBBdld F1f7alba — mup.sys fed9dadfld 3I2B831abe — sprv.sys

fddrecss dword dumpg Build [13811 — Hame

fecizZdid 8814388 88143e88 88144888 ff4dff888 BaB78LbAZ — KS5echD.3YS
581471 c8 88144888 88144888 fFfdffa88 cE@3IdBEeBbhs EBBEBEE1 — ntoskrnl .exe
581471dc 88122888 fAA3fed fA3B8eeed 2133cdbd el133cd4aB — ntoskrnl .exe
58147384 883823f8 A8 z23c AHBAAAAIa A8 ABHAEA AAABABEAR — ntoskrnl .exe

Festart and set the yrecovery options

in the system contr»ol
oxr the CRASHDEBUG system start option.
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Terminal Station



intgls

pentium™

X=xly*y=0
4195835.0 — (4195835.0/3145727.0)*3145727.0 = ?



intgls

pentium™

X=xly*y=0
4195835.0 — (4195835.0/3145727.0)*3145727.0 = 256.0









Autonomous Intelligent Vehicles
Mars Cllmate Orbiter 1998
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.

wireless software updates

2008 paper: security threat

A




System Analysi

Program / HW or SW Logical Specification

Validation / Counterexample

Embedding Formal Methods into Systems Engineering H. Veith, 9/2009



Transition Graphs

o System Status
/ v State”

Transition systems: Automata, Kripke Structures, FSM, ...



Transition Graphs
o o 9o ©®

Transition systems: Automata, Kripke Structures, FSM, ...



The Triumph of Model Che

1981 Clarke / Emerson: CTL Model Checking
Sifakis / Quielle

1982 EMC: Explicit Model Che-
Clarke, Emerson, Sistl ates

1990 Symbolic Model Checking
Burch, Clarke, Dill, McMillan <Hardware Industry
1992 SMV: Symbolic Model
McMillan -tates “Model checking is an acceptable crutch”
(Dijsktra)

1998 Bounded Model Checking using SAT

Biere, Clarke, Zhu
tates
2000 Counterexample-guided Abstraction Refinement < Software Industry

Clarke, Grumberg, Jha, Lu, V

2000+ Software Model Chedm :
SLAM, BLAST MA-'Stafe Turing Award 2007
Emerson, Clarke, Sifakis

Model Checking / Veith



Software Model Chec

C Code RITTITETEITITEITEE .
>

Program i <
Analysis = Vv

r PP L L LT PV,
& SMT
Abstract Sl SAT LTy
Mode R, spurious
\» P ~  Abstract goulnterexample :
: : nalysis :
Model Checker : Counterexample
—_— : égood
SpeC MEsssEEEEEEEEEEEEEEEEEEEEEEEEEE Yes / .

Counterexample
» 2000s: development of industrial strength C model checkers

» “... rivals theorem proving for many verification tasks” (Rushby)
» Microsoft product for Windows device driver verification

Model Checking / Veith



The Triumph of Model C
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“... software verification, this has been the Holy Grail of computer science
for many decades but now in some very key areas, for example, driver
verification, we’re building tools that do actual proofs about the software
and how it works in order to guarantee the reliability.” (2002)

>

Model Checking / Veith



The Triumph of Model Checking

Turing Award 2007
E. Clarke, A. Emerson, J. Sifakis 1981
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Joseph Sifakis

Model Checking / Veith



Programs Analyzing Program

Self-Reference
Psychology
Philosophy

Logic

Computer Science
Biology




Limitations of Machine Reasonin

Alan Turing 1936
Program analysis by
programs not possible.

Model Checking / Veith



Program / HW or SW Logical Specification

Validation / Counterexample

Model Checking / Veith



System Analysis by M

Program / HW or SW Logical Specification

Validation / Counterexample

Why can | model a program
as a finite state system ?

C programs have fixed word size,
e.g. 32 bit

—> 32 bit pointer
—> 32 bit address space
- finite heap

Model Checking / Veith



System Analysis by Mo

Program / HW or SW Logical Specification

F=— = =M@= = = = = = = = =
I

| State Explosion !!!

I memory, concurrency

I Exponential blow-up

Example CTL Specifications

AG vy  “yisaninvariant”

AF v “v will necessarily happen”
AGAF v “y will happen infinitely often”

A, -
= = Counterexample for AG — green
@ @ Model checking
Validation / Counterexample —~ Reachability Q}

“I know a bug when | see it.” | > (Nested) DFS

Model Checking / Veith



System Analysis by

Program / HW or SW Logical Specification

 — |

e

I
| State Explosion !!!

State Explosion

» Finite state systems

I memory, concurrency » Infinite state systems

I Exponential blow-up » Parameterized systems
L _ Central Challenge in Model Checking !

Validation / Counterexample
“l know a bug when | see it.”

Model Checking / Veith



The Triumph of Model Ch

1981 Clarke / Emerson: CTL Model Checking
Sifakis / Quielle

1982 EMC: Explicit Model Che
Clarke, Emerson, Sistl tes

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

1990 Symbolic Model Checking
: Burch, Clarke, Dill, McMillan
: Conservative:

1992 SMV: Symbolic Model
McMillan tates
: : Compress Information

.
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

1998 Bounded Model Checking using SAT

Biere, Clarke, Zhu
tates

2000 Counterexample-guided Abstraction Refinement
Clarke, Grumberg, Jha, Lu, V
2000+ Software Model Che

SLAM, BLAST, MA-State

Model Checking / Veith




e T o | Symbolic Model Checking < |nte|)

I

I = Yo . . .

I g,’) =9 l 1990ies, Bryant, Clarke, McMillan .

I % l BDD: I » Fixpoint algorithm on sets of states
L _@_m_ Binary Decision Iziagram_! » Sets encoded by BDDs

Validation / Counterexample

Model Checking / Veith



e T o | Symbolic Model Checking < |nte|)

I

I = Yo . . .

I g,’) =9 l 1990ies, Bryant, Clarke, McMillan .

I % l BDD: I » Fixpoint algorithm on sets of states
L _@_m_ Binary Decision Iziagram_! » Sets encoded by BDDs

Validation / Counterexample

Model Checking / Veith



Symbolic Model C

Program / HW or SW Logical Specification

I
I : :
| l Symbolic Model Checking
: ggv—» @ l 1990ies, Bryant, Clarke, McMillan ...
I %K l DD : » Fixpoint algorithm on sets of states

» Sets encoded by BDDs

Validation / Counterexample

Model Checking / Veith



Random Graph

bad compression




Control Flow Graph
good compression
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Symbolic Model Chec

Program / HW or SW Logical Specification

| State Explosion:
I Exponential BDD blow-up
I 2 Complementary Methods

Validation / Counterexample

Symbolic Model Checking
1990ies, Bryant, Clarke, McMillan ...

» Fixpoint algorithm on sets of states
» Sets encoded by BDDs

Worst Case Complexity (HV 95-98)
» Reachability PSPACE-complete

» Formally, BDDs increase complexity

Model Checking / Veith



The Triumph of Model Che

1981

1982

1990

1992

Clarke / Emerson: CTL Model Checking
Sifakis / Quielle

EMC: Explicit Model Che
Clarke, Emerson, Sistl tes

Symbolic Model Checking
Burch, Clarke, Dill, McMillan

SMV: Symbolic Model
McMillan tates

Bounded Model Checking using SAT
Biere, Clarke, Zhu
tates

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

2000+ Software Model Cheqgm

Counterexample-guided Abstraction Refinement
Clarke, Grumberg, Jha, Lu, V

SLAM, BLAST, MA

: Aggressive:
: Prune Information

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Model Checking / Veith



AV
, Abstract

Memory
State

Abstraction

Mem ~»v

Mepr~v

Model Checking / Veith



Existential Abstraction

Abstraction function h maps concrete states to abstract states.

\ Preservation Theorem ?

M large, possibly infinite.

Model Checking / Veith



